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Upgrade History

Date Version Comment
2009-01-31 V1.0 Release
2009-03-16 V11 -Gateway mode 8080 port access added

-Client mode WAN setting added
-Serial Packing Condition added

-Serial Command added

2009-05-18 V1.2 -Client mode IP setting amended

-Power Consumption fact amended

-IGMP function added

-Server connection trying interval function added
on the serial client mode.

-Data Packet ConditionTime(Second->Millisecond)

2009-06-18 V13 -Serial Command Added
2009-07-14 V14 -Serial Command Amended
2009-08-11 V.15 -Serial Command Added

Server-Client connection status checking

-Reference Schematic Amended(Pin No. 6, 7)

2009-10-30 V1.6 -Pin description (table 9) Amended.
GPIO7 -> nRS232_LED
-Reference Schematic Amended (Pin No. 5)

-Wizard Program introduction Added

2010-03-09 V.17 -Serial Command Added

*Socket Connection Status Checking

*TCP Server setup(IP address or Domain Name)
-SSL module added
-Default SSID is changed to 'WLANAP'

-Serial to WiFi Reference schematic Added
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WIZnet's Online Technical Support

If you have any questions about our products, please visit our website and submit

your questions on the Q&A Board. We will reply your questions as soon as possible

PRODUCTS
TECHNOLOGY
TECHNICAL Q& A
LIBRARY
DISTRIBUTOR
PARTNERSHIP
BLOG

ABOUTUS

& RoHS NEW PRODUCT
RoHS Semiconductor Froduction
W-Comeliant | o control System
NEWS e LT » mnoRE
WlZnet Homepage Renewsal Open, DE-06-04
WiZnetat ESC Y 2003 in San, 0g-04-23
[CIRCUITCELLAR-Naw Product N, 08-03-08

covenvroveven T gmreme

DISTIIII.IIOI
W

WIZnet 3rd Party e-market place
wirw, WIZwiki.net

WIZnet e-sale International
Www.ewiznet.com

LOGIN - JOm

[Znet Distributors

3t31Gh COnTENT LalLLL

CONTACTUS | ENGUSH || CHINESE

= MORE

W5300

Ower 50 Mbps!

16/8 bit data bus width
& independent sockets
Also, support SWTCPAP
simultanesously thru,

-
-
-

Mimers__ - IICTaiwan

1LY Carlernce  bitiion

Or—line Mall

Wilnefwebste

Renewal,®pen

web 2.0 concepls!

- Easy-to-check new or amended
info, thu, “What’s updated” board

- Support R3S in each board

- Enhance Search fundion

- Open Blog & Community menu

- Build Technical forurm as wel as Qi

- Easy-to-find local distrbutors

= WIZnet own innovaton spirt
wisualized,

- Chinese version Grand Open!

- Japanese version Coming Soon!

CLOSE
WHAT'S UPDATED > MORE
How to use FPPOE in WE3, 0&-05-28
WIZ1x05R Firmware V29 05-05-28
W5300 Driver Document 08-05-2&
W5300 Driver 1,01 08-05-28

WS5300 Reference Schematic

Sep, 9-11, 2008 | | "
Booth #: 2L06

03-05-28

Dawni echni .
Canleht)m1 " gmwl’fd C

d Sales Materfals

WIZ610wi User’s Manual (WIZnet Co.,Ltd)



WIZnet

COPYRIGHT NOTICE

Copyright 2009 WIZnet Co., Ltd. All Rights Reserved.

Technical Support: support@wiznet.co.kr

Sales & Distribution: sales@wiznet.co.kr

For more information, visit our website at http://www.wiznet.co.kr

WIZ610wi User’s Manual (WIZnet Co.,Ltd)
[ e



WIZnet

Contents
1. INEFOAUCTION ottt bbbttt bbbt bbb bbbttt 1
1.1 Product SPeCIfICatION ...ttt 3
1.1.1 WIZBLOWi MOAUIE .. 3
1.1.2 WIZ610Wi TSt BOAI .....eeeieiiiieieiiiess ettt 5
2. GEEING STAITEA . ..o 6
2.1, Hardware INSTallation ..ot 6
B @o) ) 1o U] - 4T o W TSRS 7
2.2.1 WiZATA PrOGIAM ...ttt ettt bttt 7
2.2.2 Connecting the Web page of WIZBLOWi .........cccoeviiiriiiiiiiiieeesenieese e 10
2.2.3 Checking SEATUS ....cciiiiicee b 11
2.2.4 NETWOIK SEEHING ...viviiiiiiiiee bbb 13
2.2.5. WIr€lESS SEELING ..veviuiiiiiiiiiiitiieieiee b 15
2.2.5.1. MOdE SEIECHION ..ot 15
2.2.5.2. IP Configuration in Each Mode........cccoiininiiic e 16
2.2.5.3. ACCESS POINT SETUP ..eviiiiiirii e 18
2.2.54. GAteWAY SELUD ..o 24
2.2.5.5. CHENT SETUP et 27
2.2.6. Serial SEHING. ...ttt s 29
2.2.7. SECUTIEY SETUD .ottt 33
2.2.8. OFNEIS oottt 33
2.2.8.1. PASSWOIT.c.cuiuiiiiiiitiieteteie ettt bbbttt ettt 33
2.2.8.2. LOG ittt 34
2.2.8.3. UPGrade....cuiiiieieieieirset et 34
2.2.8.4 Factory Default.......cccoiiiic e 35
2.2.8.5. REDOOT ..ottt 37
3. Pin Assignment and ModUlE SiZe.........ccoviiiiiiicii s 38
4. DEMONSLIatioN @NA TEST ....vivivieiiieiieiiii ettt bbbt 41
5. Serial CoONFIGUIATION.....c.iuiuieriei ettt 45
6. REfErenCE SCREMATICS ...t 53
6.1 WIZ610Wi ModUle Pin @SSIgN ...ttt 53
6.2 External PHY interface using MIL........cccooiiiiniii e 54
6.3 RS-232C INtEIfAC ...ttt 55
6.4 Serial to WIFi INTEITACE ..o 56

WIZ610wi User’s Manual (WIZnet Co.,Ltd)
[ e



WIZnet

Figures
FIGURE 1. WIZOTOWI TEST BOARD......ccuiuiiritiirieiiiireie st 5
FIGURE 2. WIZ61OWI WIZARD PROGRAM .....coiiiiimiiriiinneieesseienesneiesesre s sne e snsnesenesnssennas 7
FIGURE 3. WIZ6T1OWI TELNET WINDOW .....ccvtririeineireeerisreiee s sr e snsse s snsnesnesnssennas 8
FIGURE 4. WIZ61OWI WIZARD PROGRAM .....cuciiiiniiitiisieieesiese st se s sssie s sbes s s snsne e nnsnesennas 8
FIGURE 5. WIZ61OWI WIZARD PROGRAM .....cuciiiiniieiiinieseesiesenesteie e st sbsie e sbe e st snese s nnsnesesnas 9
FIGURE 6. CONNECTING TO THE WEB PAGE OF WIZBLOWI ......cociiiiiiiiiiiieinsieies e 10
FIGURE 7. INPUT ID &L PASSWORD.....c.cittiiiiteieinieiesisiesene sttt eb e se ettt an et 10
FIGURE 8. SYSTEM DATA ..ottt ittt sttt sttt b bbbt bbbt e bbbt bbb bbbt b bbbt 1
FIGURE 9. ACTIVE CLIENTS ..tutttttitetertstetestatesesesbesesesbese st sbese e be st se et ebese b et ne e b b e b b e bt e bbb e bt e bt et e bt e bt ene et b 12
FIGURE 10. NETWORK SETTING ...cutteuttatetetateserestesesestesesessesesessesessasesessssestssssesessssesessasesessssessssssesessssesessasns 13
FIGURE 11. ACTIVE DHCP CLIENT TABLE ...vtiutiitetesistete sttt et eie sttt sttt sttt bbbttt sb e 14
FIGURE 12. OPERATION IMODE......iiiiiiiteeitetetsiesesesesessssssssssssesesssasasssssesesesesassssssssesesasssssassssesesesesssssnsssnses 15
FIGURE 13. CHANGING OPERATION IMODE ....viuiiiririerieisiiissseseestetsssssssesesesesssss s ssesesssesesssssesesessssssssssnss 15
FIGURE 14. ACCESS POINT MODE = L..iiiiiuiiiiiiiiicieieieesisisi sttt 16
FIGURE 15. ACCESS POINT MODE =2 .. ..cucuititiiiiiseieieteesisiss sttt sttt sese st sesass s 16
FIGURE 16. GATEWAY IMIODE.......cctitiiiisriiinisree sttt an e 17
FIGURE 17. CLIENT IMODE ... e itiittireiirisreies ettt 17
FIGURE 18. AP IMODE SETTINGS .....veutiatiriiireieresreiesess e sssse e ss e ne et anene s 18
FIGURE 19. WIRELESS SECURITY SETUP ..vtvireiiesriiesisreseresrese s ss e anese e snes 19
FIGURE 20. WIRELESS ADVANCED SETTINGS .....tvittttitesiestesesessesesessesessssesesessesessssesessssssessssesensssssessasessnsssns 21
FIGURE 21. WIRELESS ACCESS CONTROL .vtuviteutseteieesresenessesesessesesessesesssse e e ssesessssesesessssesssnesensssssessanesensssans 22
FIGURE 22. WS SETTING ...c.tttttitetetatesestasesesestesesessesesessesesease s e s s ns bt ne st eb s b sttt b s n st a b b nnan s e nnes 23
FIGURE 23. GATEWAY SETUP ...ttt sttt bbb bbb bbbt b b n et nn s 24
FIGURE 24. WAN PORT CONFIGURATION .....ucututteieetesesestesesestesesessesessssesesessesessssesessssssessssessssssesessssesessssns 25
FIGURE 25. WAN ACCESS TYPE — STATIC IP ..ottt 25
FIGURE 26. WAN ACCESS TYPE — DHOCP CLENT 1vtutitittiiitetenisteie sttt 26
FIGURE 27. WAN ACCESS TYPE = PPPOE.......coiiiiiiieieiiesiee st 27
FIGURE 28. CLIENT SETUP w..vttititettiittsesetstesetsssssesesesessssssssssasesesssesassssssesesesesassssssssasesassasassssesesesesssssssnses 27
FIGURE 29. SITE SURVEY ...utttuitiuetsiitssesesstesetsssssesesesessssssssssasesasssesassssssesesesesassssssssasesassssassssesesesesssasssssnses 28
FIGURE 30. SERIAL TO ETHERNET CONFIGURATION ...vvveviaisiseseeeesetsssssesesesessssssssssesssesssssssassssesesesssssssssssnses 29
FIGURE 31. PASSWORD SETUP....ucuiiiisisctetsttetsisesesesesessssssssssssesssssesssssssseseseseses st sssssesasasesessssesesesesessnsssnss 34
FIGURE 32. SYSTEM LOG ...ttt 34
FIGURE 33. UPGRADE FIRMWARE ......cocvitiiiiireiienreiesisres e ss e 35

WIZ610wi User’s Manual (WIZnet Co.,Ltd)
[ e



WIZnet

FIGURE 34. REBOOT SYSTEM ....tiutiteutiatttesistesesestetesesbesesesbesesesbese st abebesbabe st ne bt e st b e st sttt e b b e bt e ab et e bt ene e b 37
FIGURE 35. WIZOLOWTI PIN IMIAP.....ciitiiiiiititiisttie sttt bbb bbbttt bbb 38
FIGURE 36. WIZ61OWI BOARD DIMENSIONS (UNIT i MM) 1.vuvviveuiiiiseserereesssssssssesssesssssssssssesesesessssssssssnss 40
FIGURE 37. SERIAL TERMINAL PROGRAM CONFIGURATION.........cueuivviisiseresesssssnssssssssessssssssssssssesesssssssssssnnes 42
FIGURE 38. NETWORK TERMINAL PROGRAM CONFIGURATION .....vvviisisereeesssnssssssssessssssssssssesesesesssssssnsnns 43
FIGURE 39. RECEIVED DATA BY NETWORK TERMINAL PROGRAM.....c.cviviriririieininiissseissesssssssesesesesssnsnssnsanes 43
FIGURE 40. DEVICE TERMINAL PROGRAM ......vcuiiitiiiiireeinisreieisr et 44
FIGURE 41. WIZ610WI MODULE PIN ASSIGNMENT ....vvirvireriiiresenesreresesseene s sesne s sesnesesesnesesssnesesesnees 53
FIGURE 42. SCHEMATIC - EXTERNAL PHY INTERFACE USING MIL......cooiiiriiiiccee e 54
FIGURE 43. SCHEMATIC — RS=-232C INTERFACE ...ccoivireiiiiriieiireenes e 55

WIZ610wi User’s Manual (WIZnet Co.,Ltd)
[ e



WIZnet

Tables

TABLE 1. PRODUCTS CONTENTS. 1.vetuttiiseseresssesasssssesesessssssssssssesesesssesassssssasesesssssassssssesesssesassssssssesesesasssns 3
TABLE 2. PRODUCTS SPECIFICATION = WIRELESS ..vuvuvuivireretstetetsisseseeetessssssssssesesesssssssssssesesesessssssssssasesesssnnns 3
TABLE 3. PRODUCTS SPECIFICATION = HARDWARE .....c.civiririrerisesrereresmeseessesesesnssesessesssesnesese s snssesesnessnennes 4
TABLE 4. PRODUCTS SPECIFICATION = SOFTWARE ...c.ciuvirriseretesesreseresseseesresesesnesesesnesssesnesesessesesesnssssesnesenesnaes 4
TABLE 5. SYSTEM DATA ..ottt nn et 12
TABLE 6. AUTHENTICATION IMETHOD .....ctuvitiiiiireseresreiese e sn et sn et 20
TABLE 7. WEP CONFIGURATION .....cuvttateistestsetassesesssesetssessssssesesss s s sassssesassssesassssesassssassssesesnssesassssessnns 20
TABLE 8. WIRELESS ADVANCED SETTINGS ....vtutiteteresteresesresenessesesessesesessesessssesesessesessssesesessesesessesssessassssssasenes 22
TABLE 9. FACTORY DEFAULT VALUE ..ovteieiiiseietscie sttt sesnns 36
TABLE 10. WIZ6TOWI PIN FUNCTION ....cuttiiiiitesiisteiesisieie sttt et 39
TABLE 11. SERIAL CONFIGURATION FRAME FORMAT .....ouutiiiscseseeeesenesenessessssssssssssssesesesssssnssssssssssssssnsanns 45
TABLE 12. SERIAL CONFIGURATION REPLY FRAME FORMAT ......cuiiiiiuiiteieeniete st seeiesesbeie st sesse et snese s snene s 45
TABLE 13. SERIAL CONFIGURATION STX 8L ETX...iiitiiiiiieitiisieienisieie sttt 45
TABLE 14. SERIAL CONFIGURATION REPLY CODE.......ututiiteutinteieninisiesisteie et st seebe bbbt snene s 46
TABLE 15. WIZOELOWI PIN ASSIGNMENT .....cvtviveveiriiiseseresesessssssssesesesssessssssssesesssssassssssesesssssessssssssesesesssassns 54

WIZ610wi User’s Manual (WIZnet Co.,Ltd)
[ e



@ IZnet

1. Introduction

WIZ610wi is the gate way module which provides a bridge for RS-232 or Ethernet to
IEEE802.11 b/g wireless communications. Devices with the interface of RS-232 serial or
Ethernet can established a wireless network which can enable remote monitoring,

management and controlling.

Main Features

B Embedded 802.11b/g Wireless Networking

B Access Point, Client, Gateway, Serial to WLAN mode Supported
B Ethernet to Wireless Bridging

B Security with 64/128 bit WEP, WPA, WPA2(AES)

B MII, UART, U.FL(WLAN) Interface

B Ready to use serial to wireless application

B Max 25Mbps Data Streaming

B Compact Size : 39mm X 32mm X 4.7mm

B RoHS Compliant
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Products Contents (WIZ610wi-EVB)

WIZ610WI Module

WIZ610wi Evaluation Board

Serial Cable

(Connect Serial Device to Test Board)

Network Cable

(Crossover Cable)

Power

(DC 5V 2A Adaptor)
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Antenna

(2dBi PCB type + Coaxial Cable)

(@b

Table 1. Products Contents.

1.1 Product Specification

1.1.1 WIZ610wi Module

Wireless

Wireless Standard

IEEE802.11b/g

Frequency Range

2.412~2.485GHz

Output Power
(Tolerance(+/-1dBm)

802.11b: 16dBm@11Mbps
802.11g: 14dBm@6~54Mbps

Receive Sensitivity

802.11b: -65dBm@11Mbps
802.11g: -76dBm@54Mbps

Data Rates

54Mbps-1Mbps

Modulation Type

11g: OFDM(64QAM, 16QAM, QPSK, BPSK)
11b: DSS(CCK, DQPSK, DBPSK)

Hardware

Interface

Table 2. Products Specification - Wireless

MII, UART, Power, 1.27mm Pitch Header Pin

(Manual, H/W & SW related Materials)

U.FL(wireless)
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Operation: -5°C~55°C
Temperature
Storage: -20°C~70°C
o Operation: 10% to 90%, Non-Condensing
Humidity .
Storage: 5% to 90%, Non-Condensing
Baud Rate : 230,400bps
Stop bits: 1
Serial Parity: None, Odd, Even
Flow Control: XON/XOFF(software), CTS/RTS(hardware),
none
Power 3.3V
Power Consumption Under 470mA(3.3V)
39mm X 32mm X 4.7mm
Dimension
@ 3mm hole X 1
Weight 8.0g
Table 3. Products Specification - Hardware
Software
ITEM Description
Operation Mode Access Point, Client, Gateway, Serial to Wireless LAN
ARP UDP TCP, Telnet, ICMP, IGMP DHCP PPPoE, BOOTR
Protocol
HTTR TFTP
WEP 64/128big
Security WPA/WPA2 PSK/AES/TKIP
802.1x(Radius)
Management HTTP, Telnet, Serial, UDP
Notification Event Logging

Table 4. Products Specification - Software
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1.1.2 WIZ610wi Test Board

Wireless LAN Roset
Linksact Switch

WITEI0w] EVE REWL
a1

WIZ61 0wl ="

Antenna Connector e .ﬂ T S

Power Power Hardware
Adapter Switch Trigger

Power
LED

== RJ45 Connector

Figure 1. WIZ610wi Test Board
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2. Getting Started

This manual describes all configurations in detail. For the quick and easy installation, please
refer to "WIZ610wi Quick Installation Guide”

2.1. Hardware Installation
For the testing, module and test board should be prepared.

®m STEP1: Insert WIZ610wi module in the socket of test board.

B STEP2: Connect the test board to the HUB or PC by using a network cable.

B STEP3: Connect the test board to the serial device by using the RS-232 serial
cable.
B STEP4: Insert the power supply connector to the test board by using the 5V

(200mA) DC power adaptor.
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2.2. Configuration

2.2.1 Wizard Program

Execute Wizard Program. You can download the Wizard Program from WIZnet webstie.

Wizard Ver 0.1
4] IF . P Infef | WLAM Inta | Serial Cormm |

1P Addr] . . .
Subnat MasH| . .
Gatewa /—@L
Mac Addr tgj
Enable DHCP -

Set

Local System
IP Addr 192 168, 1.91 @F‘ Addr

Mazk 255,255, 255.0 Mask
Mac Adde | DEIZTTODBIEY  Mac Addr

0 T
D85 | PG | Temét | Wes |

Figure 2. WIZ610wi Wizard Program

H@h
m
Exit

@: If you click ©Search button, details about WIZ610wi on the same network will be
displayed. You can check IP address, Subnet Mask, Gateway, DHCP, MAC Address, Standard
Type (802.11b or g) and SSID.

® [P Info: If you select a WIZ610wi, the IP address information is displayed.

@ You can check or modify the IP address, Subnet Mask and Gateway of a WIZ610wi
module.

© MAC Addr: It displays the MAC Address of a WIZ610wi.

® Enable DHCP: You can enable or disable DHCP Server function.

After configuring @ and ®, click Set button for completing the configuration.

@ Local System: It displays IP and MAC addresses of the PC where Wizard Program is
installed.

® Refresh: After changing IP address of the PC, click Refresh button to display the updated
information.

® DOS: It opens Command Prompt window.

@ Ping: It sends Ping command to the selected WIZ610wi.

® Telnet: If you click Telnet Button, the window for telnet connection is shown. The default
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login ID and password are admin.

of 24 192.168.1.253 -|o| x|
B

WLANAP login:

Figure 3. WIZ610wi Telnet Window

® WEB: If you click WEB button, the web configuration window will be shown. For the
detail about web configuration, refer to 2.2.2 Connecting the webpage of WIZ610wi.
@ EXIT: Wizard Program will be closed.

_ Pirfa WA Info

SpID|

Authentcakon |
Encrypt Mids |
Key Length |
Key Forgnat |

@

Date Rate :.
Tx Poter |
‘Woark Myde |

Charfnel |

DOS | Ping | Telnet | Wab | Exit

Figure 4. WIZ610wi Wizard Program

@: Select a WIZ610wi on the left window and click Get button. The wireless LAN
configuration detail of the selected module will be displayed after 4 seconds. You can check
the detail of SSID, Authentication, Encryption Mode, Key length, Key Format, Key Value, Data

Rate, Tx Power, Work Mode, Channel and etc. You can’t change the configuration.
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IP Info | WLAN Info_Sesial Comm |

PchuI uoP =] Funﬁiﬁ_@ Part Open | |

Input Data | @ | Send |
Status Clear | Add W [Bla =]
Do | Ping ] Talnal ] Wab | Exit |

Figure 5. WIZ610wi Wizard Program

® Serial Comm: You can test the function of “Serial to Wireless”. After connecting PC and
WIZ610wi using serial cable, execute serial terminal program.

@ Select protocol type — UDP or TCP, and input port number. Port Open button is enabled
at the UDP mode, and Connect button is enabled at the TCP mode.

® Transferring data are displayed.

® Input data to be transmitted, and click Send button.
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2.2.2 Connecting the Web page of WIZ610wi

1) Open a web browser on your PC and input “192.168.1.254", the default IP address of
WIZ610wi.

3 about:blank - Microsoft Internet Explorer
©OMEEY EEE) B SHFEIA AT ESEH

|

i

Q- © XA & Pz dosazn g
- D) 192.188,1.258

Figure 6. Connecting to the Web page of WIZ610wi

Notice : Configure the network parameters of WIZ610wi and your PC.

» The default IP address of WIZ610wi is “192.168.1.254". Your PC's IP address should start
with these three sets of numbers “192.168.1.XXX".

» WIZ610wi and PC can be connected through wireless network. Connect to WIZ610wi from
PC by using default SSID "WLANAP"

2) A pop up will request you to input your User ID and Password.

Default User ID : admin Password : admin

192.168.1.2540] 5=

Xq:
di

L

WIZE10wi (username: admin)

NEROIEW: (@ admin v
b (p): [ |
M2t HEHE)

ol || #Ha

Figure 7. Input ID & Password
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2.2.3 Checking Status
1) System Data

&?I Znet WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

+| Status

=| Network Setting
=| Wireless Setting
=| Serial Setting

=| Security

+| Others

p System Data

Uptime: 21 min, 17 secs
Firmware Version: WIZ610wi_v1.0.0
Firmwara Date: 200%/03/12 12:35:28

LAN Configuration

MAC Address: 00:08:DC:00:00:04
IP Address: 152.168.1.254
Network Mask: 255.255.255.0
Default Gateway: 0.0.0.0

DHCP Server: ON

DHCP Start IP Address: 192.168.1.2

DHCP Finish IP Address: 192.168.1.100

WILAN Configuration

MAC Address: 00:08:DC:00:00:05
S51D: SK_REP1
Channel: i

Serial Configuration

Status: Enzbla
Protocol: (W] nl=]
Mode: Server
Port: S000
Baudrate: 38400 bps
Databits: 8 bits

Figure 8. System Data

ITEM

Description

Firmware Version

The firmware version of WIZ610wi is displayed

Firmware Date

The last date and time of firmware upgrade

MAC Address(LAN)

the MAC Address of WIZ61l0wi for

communication.

Ethernet

IP Address

the IP address of WIZ610wi.

11
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Network Mask the Network Mask of WIZ610wi.

Default Gateway the Gateway of WIZ610wi.

DHCP Server shows the DHCP server function is activated or not.

DHCP Start IP Address shows the first IP address to be assigned from DHCP
server.

DHCP Finished IP Address shows the last IP address to be assigned from DHCP
server.

MAC Address(WLAN) the MAC Address for wireless communication.

SSID the SSID of WIZ610wi.

Channel the wireless channel of WIZ610wi.

Table 5. System Data

Notice : WIZ610wi supports the MAC addresses for both Ethernet and Wireless interfaces.

2) Active Client

@IZnet WLAN Gateway Module WIZ610wii....

www.wiznetf.co.kr

Active Wireless Client Table

=| Network Setting

MAC Address Chan Tx Rate (Mbps) RSSI Tx Packet Rx Packet

-/ Wireless Setting ece e 00:12:f0:1e:1b:49 1 1M 59 2 1328
=| Serial Setting G 5
- Security ated wireless

+| Others

Figure 9. Active Clients
In this page, the information of clients connecting to WIZ610wi is displayed. If you click

“Refresh” button, the client list and information are updated.

12
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2.2.4 Network Setting

You can configure network parameters of WIZ610wi.

‘4'?1 Znet WLAN Gateway Module WIZ610wi....
www.wiznet.co.kr .

- | Status LAN Interface Setup

—| System
—| Active Clients

—| Network Setting IP Address: 192.168.1.254
—| Wireless Setting
ceri X Subnet Mask: 265 255 2550
=| Serial Setting
—| Security Default Gateway: 0.0.0.0
h

DHCP Client Range:  [192.168.1.2 |-|192.168.1.100 | [ Show Client
NS Server: ]
[ Apply Changes ] [ Reset ]

Figure 10. Network Setting

o IP Address: The default IP Address is set as “192.168.1.254".
e Subnet Mask: The default Subnet Mask is set as “255.255.255.0".
e Default Gateway: The default Gateway is set as “0.0.0.0".

e DHCP: If you want to activate the DHCP Server function, select the "Server”. If not,

select "Disable”.

Notice: When the WIZ610wi's IP address is managed by another DHCP server in the
upper layer, the DHCP function in your wireless module will be disabled. All your clients

connecting to your WIZ610wi can not recognize your module as a DHCP server.

e DHCP Client Range: When WIZ610wi operates as the DHCP Server, the IP address

range must be

assigned in order for the clients to connect. If the DHCP server function is disabled, this
DHCP Client

Range is not activated.

e Show Client : If you click the “Show Client” button, a window is popped up to show a

list of clients.

13
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<) Active DHCP Client Table - Microsoft Internet Explorer |Z||E|E|

Active DHCP Client Table

IP Address MAC Address Time Expired(s)
Mone == ==

[ Refresh l [C|DSE]

Figure 11. Active DHCP Client Table
¢ Apply Changes : By clicking this button, the modified values are applied. After changing,

the page is refreshed to re-connected to the new IP address.

14
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2.2.5. Wireless Setting
2.2.5.1. Mode Selection

You can select one of Access Point, Gateway and Client for the wireless connection mode.

WI Znet WILAN Gateway Module WIZ610wi....

www.wiznef.co.kr

-| status Operation Mode
—| System ) .
= Active Clients -”T;f' F‘;Q; is used fo
} setup differe q
—| Metwork Setting 5 (*) Access Point: Setup In this mode, all ethemet ports and wireless
- | iWireicss Satting operation mode interface are bridged together and NAT function is
| Serial Settin disabled. All the VWAN related function and firewall
A_ are not supported.The wireless mode is AP mode.
=| Security
+| Others O Gateway: !n this rnt_)de, the device is supposed to connect to
internet via ADSL/Cable Modem. The NAT is
enabled and PCs in LAN ports share the same [P
to ISP through WAN port. The connection type
can be setup in WAN page by using PPPOE.
DHCP client, PPTP client or static IP.
O Client

Client-Infrastructure.

Figure 12. Operation Mode

Access Point is the default mode. If you select Gateway or Client and click the “Setup”
button, the progress bar will be shown.

Please wait a moment to let the new settings take effect...

Please wait...

Figure 13. Changing Operation Mode

1) Access Point Mode

In this mode, all Ethernet ports and wireless interface are bridged together and NAT

function is disabled. All the WAN related function and firewall are not supported.

2) Gateway Mode

In this mode, your device can connect to the internet via ADSL/Cable Modem. The NAT is
enabled and PCs in LAN ports share the same IP to ISP through WAN port. WAN

connection type can be setup in WAN page by using PPPOE, DHCP client, PPTP client or
static IP.

3) Client Mode

In this mode, your device act as a client. If you configure PC or application device as DHCP

client, Access Point will be the DCHP Server and WIZ610wi doesn't act as DHCP Server.
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2.2.5.2. IP Configuration in Each Mode
1) Access Point Mode

b -
ADE L/ Cable # ! -
Intemet —— bindei [
Access Point L 2

Een * DHCP Server-Client Line

Figure 14. Access Point Mode - 1

- The IP address assigned to WIZ610wi is for administration and web configuration.
- Even though the WIZ610wi is configured as DHCP Server, the PC will acquire IP address
from IP Sharing device or ADSL/Cable Modem.

A0S/ Cable x

Intemet —— Witde f fr—
|
Accesz Point | o
-

Figure 15. Access Point Mode -2

- If there is not IP Sharing Device or ADSL/Cable modem, WIZ610wi will assign the IP

addresses which is in DHCP IP range to PCs through wired or wireless network.
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2) Gateway Mode

A0S/ Cable

kiodem TR L6100

Figure 16. Gateway Mode

WIZ610wi operates as DHCP Server for the wireless communication.

WIZ610wi operates as Static/DHCP/Client/PPPoE for the wired (Ethernet) communication.

3) Client Mode

\ l Application
== @ srsannssnnanannsans S WIZE10Wi|@=ssssssssnnsnnnnannnnn »  Board

DHCP Server DHCF Client{xoo, o, xoox, 2-100)
{eg. Client range oo 0000 21000 & Act as DHCP server for Spplication Board
{eg. Client range xxx oo 00, 102-~200)

DHCF Client{xsox, s, xoc, 102~200)

Figure 17. Client Mode

WIZ610wi can be set IP as Static or DHCP client at ‘Client Setup>WAN Port Setup’. And also
WIZ610wi can be act DHCP Server simultaneously by assigning adding 100 of first DHCP
server. For example, if DHCP server's client range is XXX XXX.XXX.2~100, then WIZ610wi's
assigning DHCP Client IP address to application board is XXX.XXX.XXX.102~200.
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2.2.5.3. Access Point Setup

After selecting the AP mode and please click “Setup” button, the page below is shown.

@Znet WLAN Gateway Module WIZ610wi....

www.wiznetf.co.kr

= | Status
=| Swstemn

AP Mode Settings

-| Active Clients -”T;S p;g? is L:‘SEd to
- ] ; sefup differen; : : -
R operation mode. Alias Name: [Wireless_AP |
- | Wireless Setting
- . Band: 802.11 (B+G) v
=| Serial Setting
-| Security 5SID: WIZ610wi |
G Channel Number:
securiy
Advanced Settings:
Access Control:
WDS Setting:
[ Apply Changes ] [ Reset ]

Figure 18. AP Mode Settings

¢ Alias Name : Input the name for WIZ610wi.

e Band : Select communication protocol of WIZ610wi.
802.11g protocol is compatible with 802.11b.
e SSID: Input SSID for wireless communication.

All devices on the same wireless network should have same SSID. The SSID can have max

32bytes characters composed of alphabets and numbers.

Notice: this field is case-sensitive

Channel Number: : Select the channel frequency which you will use for wireless
communication.
Auto: If you select Auto, the connection is automatically processed to the channel assigned

by AP. When AP is booted, it investigates wireless channel environment and selects the
lowest using channel.

Manually Select a Channel : You can select a channel in the range of 1~13..
* Mode :

AP : IF AP is selected, WIZ610wi operates as Access Point.
WDS Repeater : WDS(Wireless Distribution System) that can be used for the
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communication between WIZ610wi and WIZ610wi. When this mode is selected, AP function

operates at the same time.

e Security : Configure the security options for WIZ610wi. When you click “Setup” button,

below page appears.

3 Wireless Security Setup - Microsoft Internet Explorer

Wireless Security Setup

Authentication: | Open system or Shared Key +

Encryption: |Mone v

Apply Changes ] [ Reset ]

Authentication : You can select an authentication method for the clients to connect to AP

Figure 19. Wireless Security Setup

Field

Description

Open System or
Shared Key

No authentication is imposed to the WIZ610wi.
When enabling WEP, the configuration is activated.

Open  System

The client authentication is performed by RADIUS server.

with 802.1x Configure the port number, IP address and Password of RADIS
server.

Shared Key WEB function is activated. Input the Key value.

WPA RADIUS WPA: Wi-Fi Protected Access
WPA is based on TKIP(Temporal Key Integrity Protocol) IEEE802.11i
standard which complements WEP(Wired Equivalent Privacy). WPA
is the upgraded authentication methods by applying 802.1x and
EAP (Extensible Authentication Protocol).

WPA PSK WPA Pre-Shared-Key is the authentication method using Pre-

Shared Key. Configure PSK format and input value for PSK.

WPA2 RADIUS

WPAZ2 is using AES(Advanced Encryption Shared) algorithm. AES is
more strengthened encryption method rather than RC4 which is
used for WEP or WPA. WPA2 RADIUS performs AES encryption
and RADIUS server authentication. If WIZ610wi uses WPA2, it can
be compatible with devices using WPAL.
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WPA2 PSK

WPA2-PSK uses Advanced Encryption Standard(AES) for encryption
Keys together with WPA PSK method.

Table 6. Authentication Method

Encryption : It configures authentication mode for security of wireless network. There are

options of WEP and None. If WEP is selected, the below items are activated for

configuration.

ITEM Description

Configure the length of WEP Key.
key Length ] _

Option : 64 or 128bit

Configure the format of WEP Key.
Key Format

Option : ASCII(5 Characters) or Hex(10 Character)

Default Tx Key

Max 4 Tx Key values can be configured. Select one of them.

Encryption Key
1~4

Input the key value.

Table 7. WEP Configuration
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e Advanced Settings : If you click the “Setup” button, below page is appeared.

3 Wireless Advanced Setting - Microsoft Internet Explorer

Wireless Advanced Settings

Fragment Threshold: 2346 (256-2346)
RTS Threshold: 2346 (0-2348)
Preamble Type: (*) Long Preamble (O Short Preamble
Beacon Interval: 100 (20-1024 ms)
Inactivity Time: 30000 (100-60480000 ms)
Broadcast 55ID: (*) Enabled (' Disabled
WHM: (*) Enabled O Disabled

Apply Changes ] [ Reset ]

Figure 20. Wireless Advanced Settings

Field Description

Fragment Threshold This value specifies the maximum size for a packet before data is
fragmented into multiple packets. If you experience a high packet
error rate, you may slightly increase the Fragmentation Threshold.
Setting the Fragmentation Threshold too low may result in poor
network performance. Only minor reduction of the default value is
recommended. In most cases, it should remain as its default value
of 2346.

RTS Threshold When you encounter inconsistent data flow, only minor reduction

of the default value, 2347, is recommended. If a network packet is

smaller than the preset RTS threshold size, the RTS/CTS mechanism
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will not be enabled. The Router sends Request to Send (RTS)
frames to a particular receiving station and negotiates the sending
of a data frame. After receiving an RTS, the wireless station
responds with a Clear to Send (CTS) frame to acknowledge the
right to begin transmission. The RTS Threshold value should remain

as its default value of 2347.

Preamble Type

Beacon Interval The default value is 100. Enter a value between 1 and 65,535
milliseconds. The Beacon Interval value indicates the frequency

interval of the beacon. A beacon is a packet broadcast by the

Router to synchronize the wireless network.

Table 8. Wireless Advanced Settings

e Access Control : By registering the MAC address of a client, WIZ610wi blocks or allows

the client to access. If you click the “Setup” button, page below appears.

<3 Wireless Access Control - Microsoft Internet Explorer

Wireless Access Control

Wireless Access Control Mode: Disable hd
MAC Address: Comment:
Apply Changes ] [ Reset ]

Current Access Control List:

MAC Address Comment Select

Figure 21. Wireless Access Control
Wireless Access Control Mode : This option allows you to enable or disable the "Wireless
Access Control Mode”". (Options: Disable / Allow Listed / Deny Listed)
Disable: Not use “Wireless Access Control Mode".
Allow Listed: clients with their MAC registered in the Control List are permitted to access
WIZ610wi

Deny Listed: clients with their MAC registered in the Control List are denied to access
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WIZ610wi

e WDS Setting : If AP mode is set as WDS Repeater, WDS Setting button is activated. WDS
is Wireless Distribution System that is working as a wireless bridge between AP and AP If

you click the “Setup” button, the page below appears.

“} Wireless Access Control - Microsoft Internet Explorer

Delete Selected Delete All _

Figure 22. WDS Setting

Input wireless MAC address of the device to be connected.

Apply Changes : Add the MAC address into the WDS list

Reset : Discard all changes in all fields
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2.2.5.4. Gateway Setup

<Notice>

) Ex:
WIZ610Wi LAN IP address:192.168.1.254
WAN TP address:192.168.2.254

B0B0Port

Gateway mode

When changed to Gateway mode, wired network is disconnected, It because WIZ610wi's
wire port act as WAN Port. So to solve this problem..

1. Connect WIZ610wi through wireless

2. Check WAN IP of Gateway mode setup page

3. Connect 'http://WAN_IPaddress:8080 (8080 port)

First time it must be input ‘8080', but next time no need to add ‘8080’

Gateway mode can be used when you want to connect to the Internet through an
ADSL/Cable Modem, or IP Sharing Device. By clicking the “Setup” button, you can configure
your PPPoE, DHCP Client, PPTP or Static IP settings

=| Status

=| System . .
= K i This page is used to
Active Clients setup different Band: 24 GHz (B+G
=| Network Setting operation mode. ’ -
SSID: (WIZ610wi |

=| Serial Setting
—-| Wireless Setting

Alias Name: |Wire|ess_AF' |

w

Channel Number:

<

=| Security

- Others Security: Setup
=/ Bassword Advanced Settings: Setup
= Log
- Uparade Access Control: Setup

—| Factory Default
=| Reboot

WAN Port: Setup
Virtual Server: Setup
DMZ: Setup
Remote Management: Setup
URL Filter: Setup
MAC Filter: Setup
IP Filter: Setup

DDNS: Setup

[ Apply Changes ] ’Reset]

Figure 23. Gateway Setup

e Alias Name: Refer to “2.2.4.3 Access Point Setup”.
e  Band: Refer to “2.2.4.3 Access Point Setup”.
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e  SSID: Refer to “2.2.4.3 Access Point Setup”.
¢  Channel Number: Refer to “2.2.4.3 Access Point Setup”.

e  Security: Refer to “2.2.4.3 Access Point Setup”.

e Advanced Settings: Refer to “2.2.4.3 Access Point Setup”.

e Access Control: Refer to “2.2.4.3 Access Point Setup”.

e  WAN Port : If configures WAN port. It configures the network environment for the

connection to WIZ610wi.

WAN Port Configuration

VAN Access Type: DHCP Client »
() Attain DNS Automatically
) Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: 000000000000

Respond to VAN Ping

Enable UPnP

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

& & EE O

Enable L2TP pass through on VPN connection

[Save] [ Reset ] [ Close ]

Figure 24. WAN Port Configuration

v WAN Access Type
»  Static IP : Manually input your IP address, Subnet Mask, Default Gateway

and DNS.
WAN Access Type: Static IP b
IP Address: 172.1.11
Subnet Mask: 255 255 2550
Default Gateway: 172.1.1.254

Figure 25. WAN Access Type - Static IP

» DHCP Client : An IP address can be acquired from a DHCP server. The
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DNS information can be automatically acquired from a DHCP server or

set manually (Set DNS Manually).

WAN Access Type: DHCP Client

(*) Attain DNS Automatically
() Set DNS Manually

DNS 1:
DHS 2:
DNS 3:

Figure 26. WAN Access Type — DHCP Client

v PPTP
» Virtual Server: Virtual Server also known as Port Forwarding associates
a port number with a private IP address(internal network). This
technique allows clients from outside a network to access devices within
the LAN (internal network).
» DMZ: This feature allows one network user to be exposed to the
Internet for special-purposes such as Internet gaming or
videoconferencing. DMZ hosting forwards all the ports at the same time
to one PC. The Port Range Forward enhances the security of your device
because only a range of ports are opened for access. DHCP should be
disabled in order to avoid any changes in your IP address. Static IP
address is recommended when using the DMZ
» Remote Management : Configure the port number for the connection
to WIZ610wi from a remote site. Default Port Number is set as “8080".
URL Filter: It enables to connect or disconnect to the specified URL.
MAC Filter: Prevent access from a device with a specific MAC address
IP Filter: Prevent acess from a device with a specific IP address
DDNS(Dynamic DNS) : Once the DDNS server registers yours MAC

address, your device can connect to the internet regardless of your

YV V V V

address. DDNS service can be provided by www.no-ip.com. (You need to
pay some fee). After registering some information at www.no-ip.com,
input your E-mail address and password in the figure shown below.
When you click the “Update” button, the status will change from”Not

Connected” to “"Connected”
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Enable DDNS

Service Provider: WWW_No-ip.com
Email: aboc@defg.com
Password: TIL

Result: Mot Connected

| Update | [Fleset]

Figure 27. WAN Access Type - PPPoE

2.2.5.5. Client Setup

In client mode, WIZ610wi connects to an access point.

Client Mode Settings

Alias Name: Wireless_AP
Band: 802.11 (B+G)
SSID: WWIZE1 Dwi
Security: Setup

Advanced Settings: Setup

WAN Port: Setup

Site Survey: Setup

Apply Changes ] [ Reset ]

Figure 28. Client Setup

e Alias Name: Input the name for WIZ610wi.

e Band: Select a communication protocol for your module. It supports 802.11b, 802.11g
and 802.11b/g mode.

e SSID: Input the SSID of an access point. If you don’t know your SSID, you can use the
“Site Survey” to search and connect to an AP.

e Security: Configure security settings (these should match your AP’s settings)

e Advanced Settings: Refer to “2.2.4.3 Access Point Setup”.

e Site Survey: If you click the “Site Survey' button, all access points near your module

are listed as shown in the figure below. Please select one AP and click “Connect”
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button. If PC or application device is set as DHCP Client, the AP will operates as its
DHCP server and WIZ610wi doesn't act as DHCP Server. When you connect to an AP

with security enabled ,the "Wireless Security Setup Page” will appear automatically to

set-up your security settings. By using the “Site Survey”, Band, SSID and Security can be

configured all at the same time.

<3 Wireless Site Survey — Microsoft Internet Explorer

Site Survey
SSID BSSID

WIZEND_AP 00:0d:54:a0:b1:be
spinal23 00:30:3f52:2c:29
WIZTEST 00:0d:54:a0:b1:de
SUM_LAM 00:0e:Zeel:d9fc
CSRMND_AP 00:50:18:5b:23:86
iptime 00-:08-9f64-37-cd
linksys 00-0f:66:74-ce:3d

linksys_keti3 00:13:10:0d:7b-91

Refresh H Connect

Channel

"
12

11
11

RSSI

11
15

Security = Select

WEP

Figure 29. Site Survey
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2.2.6. Serial Setting

For the 'Serial to Wireless' communication, you can configure serial parameters.

WLAN Gateway Module Wireless LAN A 5

+| Status
=| Network Setting .

K K Serial-fo-Ethernet
=| Wireless Settin (Wireless) Configuration

Serial-Wireless Configuration

Status: Enable
: p— Protocol: O UDP ®TCP

Mode: () Server & Client O Mixed
Server IP: I192 [[188 |0 |17 ||m
Server Port:
Reconnect Interval: D
Baudrate:
Databits:
Parity:
Stopbits:
FlowControl:

Figure 30. Serial to Ethernet Configuration

e  Status: Check this combo box to enable serial communication

e  Protocol: Select UDP or TCP

Senal Wi-Fi
Device Module
Client

Data Transmission

A
y

Connection establishment
process is not defined

e Mode: Select one mode among Server, Client and Mixed.

This mode is to select the communication method based on TCP. TCP is the protocol which
establishes the connection before data communication. In server mode, WIZ610wi waits for
the connection from a client. In client mode, WIZ610wi operates as client at the TCP Client
mode on the process of connection, and tries to connect to the server’s IP and Port. Mixed

modes supports both of Server and Client at the same time.

Below describes in details regarding each mode
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v" TCP server mode

In order to operate this mode, Local IP Subnet, Gateway Address and Local Port
Number should be configured. In monitoring applications, the server mode can be
useful since it can listen for any connection from clients, and establish a connection

for remote management.

1. A client connects to the WIZ610wi which is in TCP Server mode.
2. As the connection is established, data can be transmitted in both directions —
from the host to the WIZ610wi, and from the WIZ610wi to the host

@ Request Connection

<}

A A |

Serial Wi-Fi / l- T
Device Module P

Server Client

@ Data Transmission

F \
A J

TCP client mode

In TCP Client mode, your module will attempt to connect to a specified server.

In order to operate this mode, Local IR Subnet, Gateway Address, Server IP, and
Server port number should be set. If the server IP has a domain name, please use
the DNS function.

1. When power is supplied, WIZ610wi board operating as TCP client mode actively
establishes a connection to the server.

2. Once the connection is established, data can be transmitted in both directions —
from the host to the WIZ610wi and from WIZ610wi to the host

@ Request Connection

A A
Serial Wi-Fi / -
Device Moclule
Client SEIVQI'__

@ Data Transmission

F
A J
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v" Mixed mode

In this mode, WIZ610wi normally operates as a TCP Server and waits for a

connection request from a client. However, if WIZ610wi receives data from the serial

device before connection is established, WIZ610wi changes to the client mode and

sends the data to the server. Therefore, in the mixed mode, the server mode has

higher priority than the client mode. Mixed mode takes advantages of both client

and server mode. The client mode may be used for sending out emergency reports

in an urgent situation while the server mode may be used for remote management.

e Server IP : Input server IP or input Domain Name. If both input, priority is IP address.

e Server Port : Input server port.

e -Reconnect Interval: Set the interval retrying connecting to server.

e  Baudrate: Configure serial communication speed.

e Databits: Configure databits.

e  Parity: Configure parity checking option. (option: None, Odd, Even)
e  Stopbits: Configure stop bit option.(Option: 1, 2)

e  FlowControl: Configure flow control option. (option: none, Xon/Xoff, RTS/CTS)

e Aux Port Configuration

You can control serial devices through the serial port of WIZ610wi by using AUX port,

while you can keep serial to WiFi data communication port.

Access
Foint

TCP/UDP Socket for Data Transmission

e

Wi-Fi
Module

UDP socket for control serial device

Serial
Device
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Aux Port Configuration

Status: En able
Protocol: ®UDP  TCP
Mode: ) Server O Client
Server IP:

Server Port: 5050

- Status: You can enable Aux Port.

- Protocol : Aux port can use only UDP protocol.

- Mode : You can select server or client mode.

- Server IP : If you select the client mode, Server IP is enabled.

- Server Port: Input the port number of the server.

e Data Packing Condition :
You can specify how the serial data can be packed to be sent to the Ethernet. There are
3 delimiters -
time, size and character. If all of them are set as ‘0’, whenever the serial data is arrived,

they are sent to the Ethernet immediately.

- Time: This field specifies the waiting time. When there is no more input from the serial
port, the module will wait for the specified time and then send out the serial data to
the network. For example, if 2000 ms is specified, the module will send out the packet
at 2000 ms after the last input from the serial port. If there is no data in the serial

buffer, the module will not send out any data packets.
('0": Function Disable)

- Size: This field specifies the size limit in the serial buffer. Once the serial buffer reaches this
limit, the data will be sent out to the Ethernet. If the serial buffer is greater than the
size limit, the module will create an Ethernet packet and store the extra data, and

send out to the Ethernet when the limit is reached again.

('0": Function Disable)
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- Character: Register a character to trigger the conversion of serial data to network packets.
Whenever the registered character is inside the serial buffer, all the data before the
registered character is sent out to the network excluding the character itself. The

character must be in Hexadecimal.

(‘0" : Function Disable)

If any one of these conditions is met, the data will be sent to Ethernet.
Ex) Delimiter: Size=10, Char=0x0D
Serial data : 0123456789abc

Ethernet data : 0123456789

= "abc” remains in the serial buffer of the module and will not be sent until the

specified size or character has been fulfilled.

e Save : Save the configuration values.

e Reset : Discard all changes in all fields

2.2.7. Security Setup
Refer to “2.2.4.3. Access Point Setup’.

2.2.8. Others
2.2.8.1. Password
You can change the password of WIZ610wi
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@IZHB[’ WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

-| Status Password Setup

=/ System

-| Active Clients F_r.:r th_e admf{rf t e:tr_ar's
= | Network Setting ?;f:;g;p L2 New Password: l:l
=/ Wireless Seffing recommended to set
- | Serial Setting your user password for Confirmed Password: l:l
- | Security security issue.
= | Others

Apply Change ] [ Reset ]

=| Region Settings

= Log

=| Uparade

=| Factory Default
=| Reboot

Figure 31. Password Setup
2.2.8.2. Log
The log information can be saved. In order to use this function, check the combo box

“Enable Log". The log will include information such as wireless, DDNS, WAN and DHCP.

@I Znet WLAN Gateway Module WIZ610wi....

www.wiznel.co.kr

=) Status System Log
=| System o
= R For the administrator's Enable Log
= Network Setting ;;';:hel"k TR Ty
=| Wireless Setting . System all
= m Wireless only DDNS only WAN only DHCP Server only
=| Security
- | Others Apply Changes
=| Region Settings
— ] Oday 00:00:05 W12610¢1 svslog, info syslogd started: BusvBox «1.00-prel0 (2009.02 11— ~
- 07:08+0000)
= Oday 00:00:05 WIZ610wi syslog.notice klogd: klogd started: BusyBox v1.00-prel0
= ! Uparade (2009, 02, 11-07-08+0000)
- | Factory Default Oday 00:00:05 W12610wi syslog.warn klogd: CPU revision is: 00019064
-| Reboat Oday 00:00:05 WIZ2610w1 syslog.warn klogd: Primary instruction cache 1BkB, physically

tagged, d-way. linesize 16 bvtes.

Oday 00:00:05 WI1Z2610wi syslog.warn klogd: Primary data cache 16kB d-way. linesize 16

bytes.

Oday 00:00:05 WIZ610wi syslog.warn kload: Linux version 2.4.25-L50k-5.0.2.46

(wun0512@anai | con) (gcc version 3.3.3) #20 Tue Mar 3 17:16:39 KST 2009

Oday 00:00:05 WI12610wi syslog.warn klogd® Determined physical RAM map:

Oday 00:00:05 W12610¢1 svslog.warn klogd: memory: 01000000 @ 00000000 (usable)

Oday 00:00:05 WIZE10wi swslog.warn klogd: On node O totalpages: 4096

Oday 00:00:05 W1Z610wi syslog.warn klogd: zone(O): 4095 pages. v

Figure 32. System Log
2.2.8.3. Upgrade
In this page, you can upgrade the firmware of your WIZ610wi.
Browse the firmware file by clicking the “Find” button. If you click “Upload” button after
selecting firmware file, the firmware starts uploading. This process will take about 60

seconds.
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WI Znet WLAN Gateway Module WIZ610wi....
www.wiznef.co.kr ;

Upgrade Firmware

—| Status

—| System

-| Active Clients :;:Ta;;:;::éﬁnnnw Select File: [ [ =S

= w prepared. |t takes a

- Wirsless Setting moment to save the
=| Serial Setting new image and reboot

-| Security automatically.

=| Others

Region Settings
Password

Factory Default
Reboot

2.2.8.4 Factory Default

Figure 33. Upgrade Firmware

If you click the "Factory Default” button, all settings value are restored to the factory default

setting.

The factory default values are shown below:

Field Default Value
IP Address 192.168.1.254
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
DHCP Server
DHCP Client Range 192.168.1.2~192.168.1.100
DNS Server 0.0.0.0
Serial Status Disable
Serial Mode Server
Server IP 0.0.0.0
Server Port 5000
Baudrate 38400
Databits 8
Parity None
Flow Control None
Wireless Mode AP
Alias Name Wireless_AP
Band 24GHz (B +G)
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SSID WLANAP
Channel 1
AP Mode AP

Authentication

Open system or Shared Key

Encryption None
Fragment Threshold 2346
RTS Threshold 2346

Preamble Type

Long Preamble

Beacon Interval 100ms
Inactivity Time 30000ms
Broadcast SSID Enable
WMM Enable
Password Admin
Log Disable

Table 9. Factory Default Value
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2.2.8.5. Reboot

In this page, you can reboot your module.

@Znet WLAN Gateway Module WIZ610wi....

www.wiznet.co.kr

= Status

=| System
-| Active Clients Anytime you want fo
warm boot this device

for any purposes. N Reboot System:

Reboot System

=| Network Setting
=| Wireless Setting
=| Serial Setting
=| Security
-| Others
=| Reqgion Settings
=| Password

3

=| Upagrade
=| Factory Default

Figure 34. Reboot System

37



WIZnet

3. Pin Assignment and Module Size

Jodls
410 O3
glo ofs
glo of7
10fo ofa
120 0|1 O
1410 o113
160 of15
1gfo o[17
nfo ol1e 00
20 of21 33
2410 ©|23 oo
B0 ©f25 20
3o of27 00
3ofo ©f28 o9
3200 o3 00
3410 O|33
35[0 of3s @
Figure 35. WIZ610WI PIN Map
No Name In/Out Description
1 CTS I UART : CTS
2 RTS o) UART : RTS
3 - - -
4 HW_Trigger I Low : Entering serial command mode
High : Exit serial command mode
5 nRS232_LED @] Serial RX/TX LED (Active Low)
6 Reserved
7 SOUT O UART : TXD
8 SIN I UART : RXD
9 DC_IN 3.3V Power
10 DC_IN 3.3V Power
11 GND GND
12 GND GND
13 RXERR I MII Receive Data Error
14 CcoL I MII collision
15 W_LED (0] Wireless LED (Active Low)
16 MDC I SMI Clock
17 RESET I Active High
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If this signal asserted more than 3 sec,
factory reset performed.

18 MDIO I/O SMI In/Out Data
19 GND GND
20 GND GND
21 RXC I MII receive clock
22 RXDV I MII receive data valid
23 RXD2 I MII receive data
24 RXDO I MII receive data
25 RXD1 I MII receive data
26 RXD3 I MII receive data
27 GND GND
28 GND GND
29 TXC I MII transmit clock
30 TXEN @) MII transmit enable
31 TXD3 O MII transmit data
32 TXD2 O MII transmit data
33 TXDO O MII transmit data
34 TXD1 O MII transmit data
35 GND GND
36 CRS I Carrier sense

Table 10. WIZ610wi Pin Function
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| BTM Side
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Figure 36. WIZ610WI Board Dimensions (unit : mm)
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4. Demonstration and Test

In this chapter, an example is provided for you to test the functionality of WIZ610wi. The

testing environments are the followings:

<Hardware>

B A PC equipped with a RS-232 serial port

B WIZ610WI module and WIZ610WI base board

B Connect PC and module’s Ethernet port by using an Ethernet Cable(Direct or
Crossover)

B Connect PC and module’s serial port by using a serial cable

<Software>

B Hyper Terminal (or any other terminal program)

STEP1.

@ Connect the PC and WIZ610wi base board by using a serial cable.
@ Connect the PC and WIZ610wi base board by using an Ethernet cable.
® Turn on the power switch of WIZ610WI base board.

STEP2. (WIZ610wi Environment Setup)

@ On your PC, go to the “Network Setting” and connect to your WIZ610wi in the

"Wireless Network Connection”.
@ In your web browser, input IP address of WIZ610wi (Default : 192.168.1.254). If

configuration page appears, click “Serial setup” menu and set the serial parameters.

STEP3. (Data Transmission)

@ Execute terminal program at the PC. (Ex: Hyper Terminal)

@ Set the baud rate as the same value of WIZ610wi.
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COM1 Properties

Port Settings

Bits per second:

Connect To
Data bits: |8 v|
Parity: | None v |
Erter details for the phone number that you want to dial:
Courtry/region: Stop bits: |1 v|
Arga code: Flow control: | MNone “w |

Phone number: |

o] Coows ] (]

Connect using:

Figure 37. Serial Terminal Program configuration

® Connect to “WIZ610wi" in the Wireless Network Setting of your PC

AEEHT AES SN YEYS anlll
WIZ610wi

HEHZZt ZHIZIZIE 2ICHElE &...
[

LT ] EpS

@ Execute one more terminal program, and set IP address and Port number.
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Connect To

= o M etwork

E nter detailz for the host that pou want b call:

Host address: [192.165.11.2

Part iumber: |5EIEIEI

Connect using: | gEeERl Rl ET=a

k. | Cancel

Figure 38. Network Terminal Program configuration
® Input any characters in the Hyper Terminal for Serial. (In the example below,

"01234567890" is input). The same characters are outputted in the Hyper Terminal

for Network. A Serial to Wireless LAN test was performed.

« Network - Hyper Terminal

Be £t jew (sl Tansfer e

D& &3 OB &

123456 1890

Connected 0ni0: 30 Auin detect | TCPP MM

Figure 39. Received Data by Network Terminal Program
® In the same way, input any character at the screen of terminal program for network,

and check if same character is displayed at the screen for serial. (Ethernet to Serial)

¥ The above test can also be performed in a program called, "Device Terminal program”,
which is easy and simple to use.
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¥ Device Terminal Ver. 1.0

Serial Communication
Serial Configuration

Serial Port | (ST ~ Baud Rate |57600 - Data Bit G bit -
Stop Bit 1 - Parity Mone - Flow Control  |Mone -

[~ Hex Yiew | Clear | Qpen |

[ Send

Metwork Cornmunication

Metwork Configuration
[~ Server Mode IP Address | 192 . 188 . 11 . 2 Port 5000

[~ Hex Yiew Clear | Connect |

Send
Exit

Figure 40. Device Terminal Program
Device Terminal is a program which integrates both serial and network communications into
one user interface so that you can test your WIZnet gateway module easily.
As shown in above Figure, the upper part of the program allows you to configure your serial
setting of WIZ610wi. By clicking the “Open” button, serial communication is enabled.
The lower part of the program allows you to configure the network settings. You can test
both TCP Client and TCP Server modes at the same time. If the Server Mode is enabled,
Device Terminal will operate as server mode, and the WIZ610wi module will work as client
mode. The PC where the Device Terminal is operating will work as a server, the IP address of
the PC should be set as Server IP of the module. If Server mode is not checked, Device
Terminal will operate as client mode, and the module as server. For the IP address and port,
please input your IP address and port number of WIZ610wi and click the “Connect” button
to start a network communication.
When serial and network terminals are connected, input any character in the Data Input
window and click “Send” button. You can check the data is transferred into the another

window.
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5. Serial Configuration

Serial Command Format

It is possible to configure WIZ610wi by using serial command.

Pin number 4 of WIZ610wi is Hardware trigger pin.('1: H/W trigger disable, '0": enable)
Or you can use h/w trigger switch of WIZ610wi EVB board

< Frame Format >

Command Frame format

Descriptor STX Command code Parameter ETX
Length(bytes) 1 2 Variable 1
Table 11. Serial Configuration Frame format
Reply Frame format
Descriptor STX Reply code Parameter ETX
Length(bytes) 1 1 Variable 1
Table 12. Serial Configuration Reply Frame format
STX & ETX
Setting Comments
STX ‘<’ Hex = 3Ch
ETX '>": Hex = 3Eh
Table 13. Serial Configuration STX & ETX
Reply Code
Reply Comments
S Command was successful
F Command failed
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Command Code

Invalid STX

Invalid command

Invalid parameter

Invalid ETX

Enter Serial Command Mode

Table 14. Serial Configuration Reply Code

Com | Get/ )
Comments Parameter Time
mand | Set
Network
Firmware
RF Get ) VX.X.X 1
Version
0:Ethernet MAC address, 1:Wireless MAC address,
RA Get MAC Address 1
< OXXXXXXXK XK XX LXK XX XK XK XK XX >
RI Get IP Address < SXXX XXX XXX XXX > 1
WI Set IP Address XXX XXX XXX XXX > 2
RS Get Subnet Mask | <SXXXXXXXXX.XXX> 1
WS Set Subnet Mask | <XXXXXXXXX.XXX> 2
RG Get | Gateway < SXXXXXX XXX XXX > 1
WG Set | Gateway XK XX XXX XXX > 2
1:Enable, 0:Disable
RD Get DHCP Server 1
<Sx>
1:Enable, 0:Disable
WD Set DHCP Server 2
<X>
DHCP Start address_End address
RH Get 1
Start/End IP < SXXX.XXKXXX XXX XXX XXX XXX XXX >
DHCP Start address_End address
WH Set 3
Start/End IP XXX XXX XXX XXX _XKK XXX XKK XXX >
Wireless
_ . MAC address_Channel_TxRate_RSSI
DL Get Active Client 1
! < SXXXXXXXXXXKK XX XK XX[IXXXXXXXXXXXKX XX XX_XX:...] >
Ist
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RL

Get

DHCP Client
List

<IP address_MAC address>
< SXXXXXK XXX XXX XXXXXKHXXXKK XK XKK KKK XXX XXXXXKKXXXXXC. ..]

>

WV

Set

DNS Server

1:Enable, 0:Disable

< LIXXX XXX XXX XXX XX XX XX XX] > or<0>

RV

Get

DNS Server

1:Enable, 0:Disable_DNS Server IP address

< SXXXX XXX XXX XXX [_XX.XX.XX.XX]> or<0>

RT

Get

WAN Port

0:Static, 1:DHCP Client, 2:PPPoE, 3:PPTP

-Static: 0_Ipaddress_Subnet_Gateway_DNS

< SO_XXHKXXHKXK XXX KKK XHKXHKXXK_KXXK KKK KKK XHK_XXKXXK XXX X
XX>

-DHCP Client: 1_IPaddress_Subnet_Gateway
<STXKXXHKXK KKK KKK XK XK XXK_ KKK XKX KKK XKK>

PPPoE: 2_UserName_Password

<S2_User Name_Password>

-PPTP: 3_IP_Subnet_Gateway_ServerIP_UserName_

Password

< S3_XXHXXHKXK KX KKK XHKXHKXXK_ KKK KKK KKK XHK_XKKXXK XXX X

xx_UserName_Password >

WT

Set

WAN Port

0:Static, 1:DHCP Client, 2:PPPoE, 3:PPTP

-Static: 0_Ipaddress_Subnet_Gateway_DNS

< O_XXX.XXX.XXX.XXX_XXX.XXX.XXX.XXX_XXX.XXX.XXX.XXX_XXX.XXX.XXX.XX
X>

-DHCP Client: 1

<1>

PPPoE: 2_UserName_Password

<2_User Name_Password>

-PPTP: 3_IP_Subnet_Gateway_ServerIP_UserName_

Password

< 3_XXX.XXX.XXX.XXX_XXX.XXX.XXX.XXX_XXX.XXX.XXX.XXX_XXX.XXX.XXX.XX

x_UserName_Password>

Wireless

DB

Get

Wireless
Band

0: 11b+g, 2: 11b, 3:11g, 6: n, 9:b+g+n

<Sx>

GB

Set

Wireless

0: 11b+g, 2: 11b, 3:11g, 6: n, 9:b+g+n

20
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Band <xX>
Operation 0:AP, 1:.Gateway, 2: AP+WDS, 3:Client
DO Get 1
Mode <Sx>
Operation 0:AP, 1:.Gateway, 2: AP+WDS, 3:Client
GO Set 45
Mode <xX>
1~32 chars
DS Get | SSID 1
< SXXXX~ >
1~32 chars
GS Set SSID 1
<XXXX~>
Auto 0, 1~13
DC Get | Channel 1
<Sx>
Auto 0, 1~13
GC Set Channel 2
<X>
1:Master,2:Slave,
DW Get | WDS _count_MACaddress_Comment[_ MACaddress_Comment_...] 1
< SXXXXXXXXXXXXXK_ XXX~ >
1:Master, 2:Slave_l:add,
2:delete_count_MACaddress_Comment[_MACaddress_Comm
GW Set WDS 1
ent_.]
XXX XXXXXXXXXXXX XXX ~ >
0: off, 1-16: power(dBm),
DP Get Tx Power 1
<Sxx>
0: off, 1-16: power(dBm),
GP Set Tx Power 2
<XX>
DR Get Data Rate <Sxx> 1
GR Set Data Rate <XX> 3
Broadcast 0:Enable, 1:Disable
DH Get 1
SSID <Sx>
Broadcast 0:Enable, 1:Disable
GH Set 1
SSID <x>
1:Enable, 0:Disable
DM Get | WMM 1
<Sx>
1:Enable, 0:Disable
GM Set WMM 1
<xX>
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DA

Get

MAC Access

Control

0:Disable, L:AllowListed,2:DenyListed[_count] MACaddress_Co
mment]]

< SX_X XXXXXXXXXXXX XXX ~ >

GA

Set

MAC Access

Control

0:Disable, 1:AllowListed,2:DenyListed[_1l:add,2:delete_count_M
ACaddress_Comment]

XXX XXXKKXXXXKKK XXX~ >

DI

Get

Site Survey

SSID_BSSID_Channel_RSSI_Security

< SXXXX_XXXXXXXKXXXX_XX_XX_X >

15

DN

Get

Alias Name

Alias Name

<Sxxx>

GN

Set

Alias Name

Alias Name, Max Length: 29bytes

<XXX>

QP

Get

Module
Status
Checking

connection status_SSID BSSID CHAN_RATE_RSSI
Conn_status: ‘0O’ is not connected, ‘1" is connected.

< SXXXXXXXXXXXXXXXXKX_XX_ XXM XX >

Security

DU

Get

Security
Status

AuthMode_Encrypt[_KeyLength_KeyFormat_KeyValue_radiusP
asswd_radiusIP_radiusPort]

AuthMode: 0(Open or Shared), 1(Open), 2(802.1x), 3(Shared),
4(WPA), 5(WPA-PSK), 6(WPA2), 7(WPA2-PSK),

Encrypt: O(None),1 (WEP), 2(TKIP), 3(AES), 4(TKIP_AES)
KeyLength: O(None), 1(WEP64), 2(WEP128)

KeyFormat(WEP): O(Ascii), 1(Hex)

KeyFormat(WPA-PSK): O(Passphrase), 1(Hex)

<SX_ XXX XXX X>

GU

Set

Security

Control

AuthMode_Encrypt[_KeyLength_KeyFormat_KeyValue_radiusP
asswd_radiusIP_radiusPort]

AuthMode: 0(Open or Shared), 1(Open), 2(802.1x), 3(Shared),
4(WPA), 5(WPA-PSK), 6(WPA2), 7(WPA2-PSK),

Encrypt: O(None),1 (WEP), 2(TKIP), 3(AES), 4(TKIP_AES)
KeyLength: O(None), 1(WEP64), 2(WEP128)

KeyFormat(WEP): O(Ascii), 1(Hex)

KeyFormat(WPA-PSK): O(Passphrase), 1(Hex)

(WPA-PSK KeyValue: 8~63byte)

SXXXX XX X X>

30

49




WIZnet

Serial

TCP_0, UDP_1
RK Get Protocol

<Sx>

TCP_0, UDP_1
WK Set Protocol

<xX>

0:Client, 1:Mixed, 2:Server
RM Get Mode

<Sx>

0:Client, 1:Mixed, 2:Server
WM Set Mode

<X>

Server IP address
RX Get Server IP
< SXXXXXX XXX XXX >

Server IP address
WX Set Server IP
XXX XXX XXX XXX >

0~65535
RP Get Port

< SXXXXX>

0~65535
WP Set Port

<XXXXX >

eg. [Baudrate]1: 115200, 2: 57600,
3: 38400, 4: 19200, 5: 9600,

6: 4800, 7: 2400,8: 1200

[data byte] 7: 7bit, 8: 8bit

[parity] O: no parity, 1: Odd, 2: Even
[Flow] 0: no, 1: Xon/Xoff, 2: RTS/CTS
[Stopbits]; 1: 1stop, 2:2stop

Baudrate_Dat
RB Get aBit_Parity_Fl
ow_Stopbits

< SXXXXX>

eg. [Baudrate]1: 115200, 2: 57600,
3: 38400, 4: 19200, 5: 9600,

6: 4800, 7: 2400,8: 1200

[data byte] 7: 7bit, 9: 8bit

[parity] O: no parity, 1: Odd, 2: Even
[Flow] 0: no, 1: Xon/Xoff, 2: RTS/CTS
[Stopbits]; 1: 1stop, 2:2stop

Baudrate_Dat
WB Set aBit_Parity_Fl
ow_Stopbits

<XXXXX>

) 0~65535
QT Get | Time
< SXXXXX>
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51

0~65535
oT Set Time 1
<XXXXX >
) 0~255
Qs Get Size 1
<Sxxx>
) 0~255
(ON) Set Size 1
<Sxxx>
00~ff
QC Get | Char 1
<Sxx>
00~ff
OcC Set Char 1
<XX>
Inactivity 00~60
QI Get ] 1
Time <Sxx>
Inactivity 00~60
Ol Set ) 1
Time <XX>
Connection
Status 0: Not Connect, 1:Connect
RC Get ) 1
(Server:Client | <Sx>
)
Others
Factory
WEF Set <WF> 55
Default
WR Set Restart <WR> 55
s <S> or Commend is successfully
<SXX...> applied
F <F> Failed to apply
0 <0> "<" is wrong
1 <1> There is not in command list
error
2 <2> Wrong Parameter factor
code
3 <3> ">" is wrong
4 <4> Do not work in current mode
No more add list.
5 <5>
-Limit-
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*WDS: 4 list
*ACL: 16 list

Notice

If input "_" in fact, should input"__" instead of

For example SSID, PSK etc.

<DS> --> <S11_22>: SSID: 11 22

<GS11_22> --> <S>: SSID: 11_22

<QP> --> <S1_11_ 22 000102030405_...>: SSID: 11_22

If multi command input, response time be delayed
For example DA, GA, DW, GW

Security Available mode

AP/GW Mode
AuthMode: 0-7
EncryptType: 0-3

Client Mode
AuthMode: 1,3,5,7
EncryptType: 0,1,4

**Security Example parameter

<GU5_2_0_0_12345678>
<GU4_2_0_0.12345678_abcd_192.168.123.111_1812>
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6. Reference Schematics

In this chapter, the reference schematics are provided for the WIZ610wi's MII & UART

interfaces.

6.1 WIZ610wi Module Pin assign

VDD 3vID
J1
CTS 1 2 RTS
nRS232_LED }é g g PRI
R
SOUT 7 g SIN
g 10
11 12
RXER 13 14 CoL
WLAN LED 15 15 MOC
RESET 17 18 MO0
19 20
RXC 71 73 REDV
RADZ 23 24 FuiD0
RADT 25 25 A
27 28
TXC 29 30 TEEN
TXD3 31 32 TADZ
TAD0 33 34 TADA
35 36 CRS
HEADER 18:& / 1.27mm pitch

Figure 41. WIZ610wi Module Pin Assignment

MII interface signal

TXDIO0..3] MII transmit data TXEN MII transmit enable
TXC MII transmit clock RXDV MII receive data valid
RXDIO0..3] MII receive data RXC MII receive clock
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COoL MII collision CRS MII Carrier sense
RXER MII Receive Data Error

UART interface signal

SIN RS-232C RXD SOUT RS-232C TXD
CTS RS-232C CTS RTS RS-232C RTS

Table 15. WIZ610wi Pin Assignment

6.2 External PHY interface using MII

U1
THDO
THO1 g 1<
TRIE q | TADT
1L S| Tabz
TYEN o e
THC G
SEAT] S| TAELK
AR 5g | RADU
e ST RXD
¥ANE] 15 | Beb2
RADY Tt
RAC e fhah
CL T RACLK
= =5 COLZ Rl
EYER 2= CRS / LEDMOD
R¥ERF
WD Rz o 25
LN MO
MO R o P
nRESET :E i
INTR
a7
AN ENA
WDD_3WED gg S
= SPEED
| APS
Ao Ml sHiE
45| RFTER
ISOLATE
gg AGND_1
AGHD_ 2
IF101 A LF
Figure 42. Schematic - External PHY Interface using MII

As shown in the above schematic, each MII interface signal of WIZ610wi can be connected

to MII interface by using an external PHY chip.
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6.3 RS-232C interface

VDD _3vaD
| o1 0.1uF
U3 =
ci2 LiwF o [ Voo s s
o i c14 0.1uF I DSUB-8P MALE
c15 0.1uF i el c18 I 0.1uF e 1 (5
}—L = w81~
Il RINT |- ez = 2
z ey R34 33 7
=L 12 pouT TouT |2 1721 3 -
RTS 11| Tt R Nf’ E R26 33 a
oUT ‘ 2
e 10 Tiz —ilo
= ROUTZ GND *—21—o
SPa23gEBET :‘

Figure 43. Schematic — RS-232C Interface
As shown above diagram, each UART interface signal can be connected to the interface of

RS-232C transceiver chip. (e.g. Sipex’s SP3232EBEY RS-232C Transceiver chip)
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6.4 Serial to WiFi interface
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